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Summary of submission from ARCH

We apologise for the length of our submission. We feel that this is an important and timely inquiry that gives us an opportunity to air some of the fundamental issues that have troubled us for several years, and we are keen to set out an accurate assessment of the situation as it affects children and their families.

The government’s surveillance and data-collection policy began with children more than 7 years ago. We have set out its development chronologically and drawn attention to issues that have significance for the relationship between the State and the individual.

In particular we are concerned about:

· Whether a child may consent in her own right to data collection and sharing, and the elements of ‘informed consent’

· The change in the relationship between parents and government to one of ‘partnership’ in a child’s upbringing

· The lack of parliamentary time available for adequate scrutiny of legislation

· The use of secondary legislation to effect incremental change in government powers 
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The Impact of Surveillance and Data Collection upon the Privacy of Citizens and their Relationship with the State

1. ARCH is a children’s rights organisation based on human rights instruments. It has a particular focus on children’s civil liberties and on the issues arising from developments in Information Technology. 

2. During the past decade, these developments have created unprecedented opportunities for observing children and young people, for supervising and controlling their activities, and for gathering and sharing data about their lives. 

3. While manufacturers of commercially-available tracking devices have exploited the marketing opportunities presented by popular concerns about children’s safety and health, the government’s increasingly actuarial approach to children’s development has emphasised the use of IT to monitor and share information about them in an attempt to detect early signs of problems. In-depth profiling tools have been developed that are believed to predict criminality, social exclusion or educational failure on the basis of statistical probability. 

4. The position of the private individual who is not interfered with by the State unless he transgresses (or, in the case of children, is at risk of significant harm) is being turned on its head by data collection and surveillance. This has happened without adequate debate and the overall effect on children has been to erode their privacy to a point where it is questionable whether there is now any content to their right to a private and family life.
5. ARCH came into existence in 2001 primarily because of concerns about the new style of school census, and about the Connexions service for 13 to19-year-olds. These two initiatives marked the beginning of a trend towards assessing and monitoring children, and sharing their personal data.

The School Census and National Pupil Database:

6. s537 of the Education Act 1996 
 allowed the collection of school-level data but expressly forbade the use of pupils’ names. This was amended by the Education Act 1997,
 and again in 1998
 to create a statutory gateway requiring schools to provide such ‘individual pupil information’ as the Secretary of State prescribed in regulations. A subsequent series of statutory instruments has increased incrementally the range and quantity of data collected on each child to a point where around 40 separate data items are now taken in a thrice-yearly census, and placed on the National Pupil Database. 

7. This significant shift from the collection of school performance data to the collection of a large quantity of individual pupil data was achieved via an amendment to the Education Act contained in the 30th schedule to the (lengthy) School Standards and Framework Act 1998. Provisions allowing that pupil data to be shared were introduced as a government amendment to the Bill at the final (21st) session of the Commons Committee Stage, when the Rt.Hon. Theresa May MP remarked that it: “replaces two lines of schedule 28 with 71 lines of text.”
  We do not believe that the far-reaching powers given to the Secretary of State have ever received adequate parliamentary scrutiny.

The Connexions service: 

8. The Learning and Skills Act 2000 paved the way for the government’s ‘Connexions’ service for 13-19-year-olds, designed to identify any problems experienced by teenagers that might present ‘barriers to learning’. ss117-120 place a duty upon ‘learning institutions’ to supply any information in their possession about a pupil to the Secretary of State, and provide for widespread information-sharing between public bodies. Information received from learning institutions is used by the Connexions service to identify all those aged 13-19, and each young person is allocated a ‘Personal Adviser’ (PA) whose role is to carry out a personal assessment and to broker access to services. 

9. During its passage through Parliament, the privacy implications of the Learning and Skills Act were not debated. At committee stage in the House of Lords, Baroness Blatch asked whether the information-sharing proposals raised data protection issues, and was assured by government that the Data Protection Act would be fully complied with.  The issue was not raised at committee stage in the House of Commons. A member of the Standing Committee with whom we subsequently discussed the privacy implications of the Act told us that the quantity of new legislation and consequent pressures on parliamentary time were making effective scrutiny of bills increasingly difficult.
‘Every Child Matters’:
10. Connexions can be seen as a prototype for the more recent development of the ‘Every Child Matters’ (ECM) agenda, outlined in the green paper of that name in 2003.
 This extends to all children the idea of gathering and sharing information between agencies in order to identify signs of problems and intervene at an early stage. 

11. Every Child Matters sets out five outcomes for each child: being healthy; staying safe; enjoying and achieving; making a positive contribution; achieving economic wellbeing. Responsibility for the achievement of these outcomes has been given to local authority and health agencies, reconfigured into Children’s Trusts, which have been given 26 Public Service Agreement targets (PSAs) and 13 Key Indicators
 against which to measure their performance.

12. ECM was given effect by the Children Act 2004, s12
 of which empowers the Secretary of State by regulations to make provision for the establishment and operation of database(s) and variously requires or permits the sharing of information between practitioners “…notwithstanding any rule of common law which prohibits or restricts the disclosure of information”. Two parallel database systems are now being developed.

ContactPoint:

13. The first of these databases is a national system, piloted as the ‘Information Sharing Index’ and now re-branded as ‘ContactPoint’. It is envisaged that this will hold identifying information about each child from birth to 18, plus contact details for all services that he is using (although details of involvement with substance abuse, sexual and mental health services will normally be hidden). Following parliamentary debate, the government agreed that regulations specifying the data to be collected and the manner in which it would be displayed should be subject to the affirmative resolution of both Houses. The rules governing access to the data, and the operation and security of the database, will be set out in guidance. 

Common Assessment Framework (eCAF):

14. The ‘Common Assessment Framework’ is being developed by each local authority, to be used by any practitioner other than specialist social care staff who believes that a child is not progressing towards the ‘five outcomes’, or needs additional services. It is an in-depth, personal profiling tool that explores every area of a child’s life and development. The government estimates that around one-third of the child population is in need of additional services at any given time. 

15. The CAF practitioner’s guide
 gives a six-page list of the assessment criteria, and although practitioners are advised that they should base their assessment on evidence, several of the areas covered require the practitioner to form an opinion on abstract issues such as the quality of children’s relationships and the capabilities of their parents.
Youth Justice:

16. The emphasis given to early assessment and intervention by ECM echoes a risk-management approach to children that has also developed in the youth justice sector. Certain factors are believed to be predictive of future offending behaviour, and a number of assessment schemes and prevention projects exist to divert those believed to be ‘at risk’ of committing offences. One such scheme requires Youth Offending Teams to identify the 50 children in its locality thought most likely to offend.

The National DNA Database (NDNAD):

17. It has recently been estimated that, at a minimum, the DNA profiles of 100,000 children who have not committed any offence are held on NDNAD. This potentially places these children under suspicion whenever a positive DNA match is made at a crime scene. Given that the police may also access the other information outlined above, and will certainly be able to see from ContactPoint that a child is involved in a youth justice diversionary programme, we are concerned that a set of assumptions could be created that will influence police attitudes, including the likelihood of guilt.
Consent:

18. A key issue with all of the existing and proposed database systems is that of gaining the consent of those to whom the information refers. It is accepted that information can and should be shared without consent when a child is at risk of significant harm but, particularly in the youth justice sector, the threshold is often far lower than this and refusal to consent may in any case be overridden by reliance on a general, discretionary duty to prevent crime. YJB guidance on sharing information to identify those thought to be potential young offenders advises that: ‘obtaining consent remains a matter of good practice, as opposed to a requirement of law’. 
 

19. The situation is further complicated by the issue of when an older child can give consent in her own right. Settled law established in Gillick v West Norfolk and Wisbech Area Health Authority
  provides an exception to the common law principle that parents are responsible for their under-age children, but the strict guidelines laid down by Lord Fraser, who gave the leading speech, include the proviso that a child must actively refuse parental involvement when her ‘informed consent’ is sought. This is now routinely misrepresented as a need to consult parents only when a child is not competent to consent. 
20. A child may not feel able to insist that her parents be involved. She may feel under pressure to consent to information sharing if she believes that she must concur with adults’ wishes in order to access services or to avoid trouble. Any presumption in favour of excluding parents from the decision-making process also risks breaching the child’s right under Article 5 of the UN Convention on the Rights of the Child to seek guidance from her parents.

21. When a child is seeking access to a specific service, there is an assumption that a practitioner with relevant, specialist knowledge will offer detailed and unbiased information upon which a child can rely in reaching a decision. We would suggest that the only type of practitioner able to provide sufficient information to enable a child to give genuinely informed consent on data storage and sharing is one with specialist knowledge of the subject, and an appreciation of the use to which data might be put in the future. We would add that the emphasis placed by government on the need for information sharing inevitably creates an institutional bias towards gaining consent.

22. While it is important that a child or young person can seek help and advice in confidence, and may be perfectly capable of consenting to counselling or medical treatment, this is not the same as being competent to understand the full implications of complex and/or ongoing acts of data-sharing. This data may not only be about the child herself. The practitioner guidance to the CAF
 advises that: 

Opinions should be recorded and marked accordingly (for example ‘Michael said he thinks his dad is an alcoholic’).  

Unless there are genuine child protection concerns, in our view such information should not be recorded without the consent of the person to whom it refers.

23. We cannot offer an easy solution to the difficulties surrounding the consent of older children to data storage and sharing. It is important that children themselves have some control over their personal information and that when they have properly been assessed as Gillick competent in obtaining a service, their confidentiality is maintained; it is equally important that parents are not relegated to the status of junior partner in their child’s upbringing and that they retain the protective function provided by Article 5 of the UNCRC. 

24. This complex area has not been debated at all. In our view, the government has fudged the issue by simply ignoring one of the central rules set out by Lord Fraser in the Gillick case, and his warning that the judgment: 

…ought not to be regarded as a licence for doctors to disregard the wishes of parents on this matter whenever they find it convenient to do so.  Any doctor who behaves in such a way would be failing to discharge his professional responsibilities, and I would expect him to be disciplined by his own professional body accordingly. 

We are therefore concerned about the basis for the government’s assertion that: 

In most cases, where a child cannot consent or where you have judged that they are not competent to consent, a person with parental responsibility should be asked to consent on behalf of the child. 

In our view, the issues surrounding children’s ‘informed consent’ need urgent scrutiny and debate.

Legislation:

25. Over the past few years we have becoming increasingly concerned about the lack of time available for legislative scrutiny of Bills. We can think of several occasions where the final clauses and schedules to a Bill - and government amendments to them - have simply been ‘nodded through’ in the closing stages of committee debate. The problem is compounded when controversial proposals that affect the relationship between the individual and the State are contained in the latter part of a Bill, or are masked by more overt controversies. Unless the quantity of legislation that a government can introduce in any session of parliament is restricted in some way, this problem can only get worse.  How can a single MP or Peer be expected to master the entire content of several lengthy Bills?

26. It is unusual to find any power that governs surveillance clearly set out on the face of a Bill. When the Children Act 2004, for example, was first introduced to Parliament, it resembled a blank cheque in that it contained a series of provisions for the Secretary of State to prescribe the content and governance of children’s databases in regulations. It was only after intense lobbying and parliamentary pressure that the data items were specified on the face of the Bill and agreement reached that regulations would be subject to affirmative resolution. There still remains a power at s12(4)(h) for the Secretary of State to vary the data that is collected.
27. This use of primary legislation as a gateway to create governance through secondary legislation creates a climate inherently favourable to ‘function creep’ because governments can increase their powers with very little scrutiny – as the school census demonstrates. We would suggest that it is essential to return to an assumption that a government’s powers are normally set out in primary legislation. 

28. There have been several occasions when an apparent lack of compatibility of a Bill’s provisions with the Data Protection Act or Human Rights Act has been raised in Parliament, and the government has dealt with this by stating that it is incumbent upon any public authority to ensure compliance. The legislation itself should only specify powers that are compatible with the ECHR and DPA and not abrogate the responsibility to those carrying out functions under the legislation. 

The relationship between the State and the family:

29. The ‘Every Child Matters’ agenda is predicated upon an idea that the State works in ‘partnership’ with parents in the upbringing of children. New guidance entitled 'Every Parent Matters' says that:

The role of government is to ensure that all parents...work in partnership with services to reinforce the benefits for their children’s outcomes.

Parents have at no point been asked their views on the role of State agencies as partners rather than public servants, nor have children expressed any wish to have responsibility for their upbringing shared between their parents and government.

30. Certainly there is a role for the State in intervening to prevent significant harm from abuse and neglect, enshrined in s47 of the Children Act 1989. Some may argue that not encouraging education or not giving a child sufficient fruit and vegetables are forms of neglect; however, if the boundaries of legitimate state intervention are drawn so widely, not only are the small number of children genuinely at risk of significant harm likely to be overlooked in a welter of low-level information, but serious questions are also raised as to who is actually bringing a child up. The main thrust of all human rights instruments is to support the integrity of families and the role of parents in their child’s upbringing. Government policy appears to diminish that role.

31. Responsibility for the five outcomes in ‘Every Child Matters’ is given to local Children’s Trusts. Through the PSA targets, they are charged with ensuring that children take up sporting opportunities or consider running their own businesses; that they do not smoke or become offenders, and that: 
The progress of individual children & young people in educational, personal, social and emotional outcomes is regularly reviewed and communicated between agencies, and targets revised accordingly 

32. Although the State’s role in ‘supporting’ parents is repeatedly emphasised, the very existence of government targets for every aspect of a child’s development, given close definition by the PSA targets, means that such support is inevitably aimed at encouraging parents to assist in the achievement of the five outcomes in a manner prescribed by government. 

33. There appears to be no room for a parent or child to decline the offer of services, nor to disagree with ‘experts’ (indeed such disagreement can itself be grounds for concern). When faced with several practitioners presenting a united front, it may be especially difficult to withstand pressure to conform. It is hard to see how a target-driven child-development template allows any space for eccentricity or for the highly unconventional family within which children are nevertheless raised with dignity and love. 

34. We welcome the Constitution Committee’s inquiry, and hope that the matters we have set out above will be of assistance.  We would be pleased to help further in any way that we can.
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